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CTATUCTUHECKUE OAHHDbIE O KUBEPMPECTYNMHOCTH

1/,

v/ % 322023 - 2,6 MAH. py6nei

Q 3a 2024 — 6onee 1,4 mnH. pybnen
ExxeHepenbHo okono 380 npectynneHumn

TpeTbAa yacTb pernuctpupyerca 8 MmUHcKe

CambIiM BO3paCTHbIM noTepneswnm no 86 ner,
OHW YCTAHOBW/IN NPUNOXKEHUE

Kon-so npecTyniieHuit 8 cTpaHe
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MNopTtper XXEPTBbLI
KubepnpecrynHuka

eHLKnHbI (60%)
oT 31 no 45 net (33,2%)

“ TPYAOYCTPOEHbI

C BbIClLMM obpa3oBaHuem (40%)

Cnocobbl coBepLieHUn
MoweHHunuyectTsa 60%

XuuweHna umyLiectaa, nytem mogmoukaumm komn. uHP. 30%

He3akoHHbIM 060pOoT cpeacTs nnatexa 4,1%

HecaHKLMOHUPOBAHHbIN AOCTYN, YHUUYTOXKEHMUE,
6noKkupoBaHue, moanduKauma n nHble 3,9%

Bbimoratenocrtsa 3,3%
3aBelo0MO /I0XKHOe coobuleHne 06 onacHoctn 1,6%



MHTEepHET-MOLWEHHNYECTBA N XULLEHUNA C UCMOIb30BAHUEM CETU
NHTepHeT cocTaBnAtoT bonee 90% o1 Bcex KnbepnpectynneHmnm

Peknama B mecceHaXXepax,
coobueHue B couceTAX

BnagenbLbl camu nepeBogAT AeHbIM 33
HecyLLecTBYOLWMI TOBap, A0BepAS NMEPE-
pekname B MIHTepHeTe, nnu nocne BO,CI,
coobuieHmA (TEKCTOBOTO Nan
roJ10CoOBOro) ¢ Nnpocbbon poaAcTBEHHMKA
AN 3HAKOMOTIO M3 COLMANbHON CETMU..

[ocTtyn K akkayHTy AKKA.-
Nocne 3aBnageHna ogHUM
AKKayHTOM MOLUEHHUKN C Hero YHT

PaccbiNAloT APYrMM KOHTaKTamM
¢deiikoBble ronocosble NN
TEKCTOBble CO0bLLEHMA C NPOCbOON
nepeBecTu AeHbrU.

OEHbIN

3BO-
HOK

[AH-
HbIE

3BOHOK B MmecceHaXepe

MoLweHHUKN npeacTaBnatoTcA
COTPYAHUKAaMM NPABOOXPAHUTENbHbIX
opraHos, 6BaHKOBCKMX OpraHn3aumi,
paboTHMKaamm onepaTopoB CBA3MN,
POACTBEHHMKAMM.

Y6erKaatoT YyCTaHOBUTb NPOrpamMmmHoe
obecneyeHne, NONYYUTb KPEAUT,
nepeBecTn AeHbrM Ha «3alULLEeHHbIN
cyeT».

MonyyeHne nepcoHaNbHbIX
AAHHDbIX

PULLNHT nopaenbHble canTbl
6aHKOB, KPUNTOOUPIK NN
MODBUIbHbIE NPUNOXKEHUA
onepaTopoB CBA3MW.

Mony4yns NAnMYHbIE AaHHbIE NN
AEHbIN, MOXULLAKOT UX.



CyTb Cxembl

MoLweHHMKN NpeacTaBAAITCA COTPYAHUKAMU

Pecnybanka beaapycn

MWMJIIUILLNSI

NPaBOOXPaHUTE/IbHbIX OPraHoB, PpaboTHUKammM baHKa,
onepaTopoB CBA3U UM FOCOPraHoOB.
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Mcnonb3yoT NCUXOIOTMYECKME YIOBKU, UTPALOT Ha
YyyBCTBaX, CHaya/ia yrpoxKaT Uan coobLlatoT o
npobneme, NOTOM NpeanaratoT MOMOLLb B €€ peLleHUn.

Yb6exaatoT yCTaHOBUTb NporpammHoe obecnevyeHune u

nepeaaTb Ko perncTpaummn, Uam noayuYnTb KpeauT v
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ABNRETCA WIEHOM BAHKD

nepesecTy AeHbrn Ha “3almileHHbIn” cyer. B \=roP o PECTS A ey
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DobaeuTe
, Aobpbiit AeHb.
Oo6pbiit
ﬁj Kak obcroaT paww gena?
i Xopowo

Bbl no kakomy Bonpocy?
| Ceamun ceasanca?
Her. {1 He 3HaI0,KTO 3TO

|1 Cei4ac NpoOXoaWT NPORepKa Haluen
opraHnsaymi, KTo0-10 M3 COTPYAHMUKOB
MOAO3PEBaeTCA B CNOHCHMPOBaHWUU
TepPpPoOpU3Ma, Kakue-TO NEPEBOAL], CaMm
TONKOM HMMYEro He NoHAN, C BaMK 6yqe1
CBA3bIBATLHCH
3T0 COTPYAHUK

, byaer
3afaBaTb BONPOCHI Ha KOTOPbie HYXXHO
OTBETHUTD.

[eno cepbéaxoe, Npueaxany Nuau 13
KOMWTETA, NPoCbba HUKOMY U3
COTPYAHUKOB HE COooBLAaTE AaHHYI0
UHPOPMALIMIO, KOMY HYXHO cooBumTb
cAenar 310 NMYHO. Koraa oH ¢ BaMu
CBAXKETCA - CoobWMUTe MHE, XOpOoLWwo?

WpuHa Hukonaesa W

9 despann

Haranbs HukonaeeHa, 406pbIi AeHb

Lo6pbiit aeHb, UpuHa BnaaumuposHa.
1439 W

Kak o6¢cToaT Bawm gena?

Bce HopmanbHo. 4T0-T0 CyuMnock?
14:42 &

970 3amMevaTenbHo, ¢ BamMu Hosaw
ceAsbiBanca?

He NomHI0 Takoro...aT0 KTO Takon? 1445 &

Ceit4ac NpoxoauT NPOBEpPKa Hallero
y4e6HOro 3aBefeHus, KTo-To U3
COTPYAHWKOB MOA03PEBAETCs B
CMOHCUPOBaHWUM TEPPOPU3MA, KaKWe-TO
repeBofbl, CaMa TONKOM HUYEero He
noHsna. Moka Nonpoluy Konneram Hu4ero
He roBopuTb. Komy HyxHo 6yaeT coobmTb
- cAenalo aTo IMYHO

C Bamu cesxeTcA HoBaw Anekcei
BnaaumupoBuy, 910 coTpyaHUK KK
KOTOPbIW 3aHUMaeTCs 3TMM AeNnoM. byaer
3aAasarb BOMpPOCHI.

0, Boru! Kakve nepesoabt? Xopouwo..
14:48 W

Koraa no3BoHAT, COoBLYUTE MHE.

MpUBET 2030 2

fl 3aBTpa BepHy

EcTb 2030
3a4em Tebe? o930
Cnacubo

[a MHe onnaTuTL Hafo, a Ha KapTe
HUYero Het

5208 1300 0020 2063

71 38 KOMUCCUIO BEPHY

Ha komuceuio nodur 2037

Hanuwm Kaxk npuayT 2041

aa- ce

Tlapanoa ¢ kapT™ W3 keaTy 07







CyTb CXembl

MoLeHHMKN co34at0T Noaae/ibHble CanTbl
KPpUNTOOUpPXK AN MHBECTULMOHHDBIX
nnatpopm. PasmelLatoT peknamy B
UHTepHeTe. lNogbicKMuBatoT
3aMHTEPECOBaAHHbIX B MACCMBHOM A0X04€
NIOAEN, TOTOBbIX BJIOXUTb peasibHble AEHbIN
B PpenKoByo BUpPKY, AKOObI Noa,
«PYKOBOACTBOM KypaTopan.

Ha gene okasbiBaeTcs, YTO 3apaboTOK,
BUAWUMbIN Ha 3KpaHe, BCEro b
HAapPUCOBAHHbIN.

OTKAMK Ha peknamy 1 3anosHeHue
dopmbl 0bpaTHOM CBA3MW.

3BOHOK OT KypaTtopa (Tpenaepa)

C NpeanoXKeHnem BNOXKUTb
AeHbr1 B HBecTMuuKn. NHoraa
MOKeT 6bITb MO MOBUNBHOM CBA3M.

[Mpu NnonbITKE BbIBOAA AeHer ¢ bupxu
HeobxoaAMMOo OonNNaTUTb B3HOCHI,
HaN0rM, KOMUCCUIO, NOLLNNHY

N NPoYUE NNaATEXKMN.

Nlerknx peHer HE BbIBAET.
Peknama nHsectmumnm paboraer
No NpuUHUMNy GUHAHCOBOW NUPaAMUIbI.




[MPUMEPBI NOAAE/IbHbIX NNTATGOPM
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P BLCTPLI BHBO CPEACTE Ha NKGYIO KapTY
o\" Banka Benapycu

Anexkcew Muanep

000USD 0O00USD 0OOUSD 0.00USD

Mst npwsany pewesne oTkpems oyl A B sce
AUDCAD rpaxpax Benapyow, nockoneky sto |l brey \aud Kkans

aznpoua, Tak  anA Genopyccos.

[eno & TOM, YTO H3 A3HHEW MOMEHT DOCCHMCKRA raz
CTIHOEATCA CaMbiM BEOCTPES0SaHHEM #3 MMpoBoM peikke. Bo
BCEX CTPSHAX MWP3 CTPEMHUTENSHO PACTET CPOT K3 Ero
nokynxy. [0 3T0# NPILNES MEl DELANN YBEHUMTS 00 BEML
NPOMIE0ACTE (333 & 4 Pa23 ¥ NPUBENEYs NKASH CO BCev
Benapych 8 £3YecTes WHBECTODCE.

MoCKONLKY LUEHE HE 133 C2MNaC BRICTEO MEHRIOTCR, BCE, KTO
YYACTEYKT B npoekTax [a3npona, NoNyUaKT B CPeaHen no
$200-38,500 20x0R3 SKEMECAUHO.

1000.0

$ 6861

¥ NPONATY

OTHPLTHE O3l




CyTb CXembl

MoLeHHNKN co3aatoT dKKaYyHTbl B COLUCETAX U HA TOProBbiX

naoLLaaKax.
PasmeLatoT $oTo TOBapa No 3aHUMKEHHOM CTOMMOCTMW.

N nop, pasnnyHbiMm npeanoramm yoexxaatotT nepeBectu
JEeHEeXKHble CpeaCcTBa B KAYecTBe NOJIHOM UM YaCTUYHOM
npeaonaaTol.

MpoBepbTe cyLlecTBOBaHME Mara3mHa, NO3BOHUB NO
6enopycckomy Homepy,

oLleHUTe AaTy co34aHuA aKKayHTa U
HaCTOPOXUTECb 60/1bLLIMM KOIMYECTBOM NOANMUCYUKOB 3a
KOpPOTKOe Bpems.
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Orabiesl OTzbiBbI Nocraska Bupeoorssl.. Mecrto



POULINHT.

Cnocob, Koraa MOLWEHHUKN TOYHO KOMUPYIOT
HACTOALMMK N CO34a0T GULLMHIOBbLIN CaWT.

Yalle Bcero 3aBnageBatoT NepPCoOHabHbIMU AAHHbIMMU,
MCNOAb3YyA Noaae N bHble CTPaHULbl 6aHKOB, TeaTpos,
Ka/IbAHHbIX.

[Mpun BXOoAe B 3€PKaNbHbIN MHTEPHET-OAHKUHT UK NPU
NOKyNKe «bnnetos» Ha GULINHIOBOM canTe
NO/1b30BaTE/Ib BBOAUT CBOU JINYHbIE AAdHHbIE, B TOM
ymncne kog ns CMC.

DTUMUN AAHHbIMU 3aBNAAEBaAOT MOLUEHHUKU
N COBEpPLUAIOT XML EeHUe JeHeXHbIX CpeacTs.

NHTepHeT-aapeca
benopycckmx opraHn3auum
pacnonaratoTca B
HaUMOHA/IbHOM CermeHTe
NHTepHeTa —

NOMEHHOMU 30He «BY».

BCEIFAA NPOBEPAUTE
AIPEC CTPAHMULIbI,
rOE BBOOUTE
NNYHbIE AAHHDIE.
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APTH XOA0B
soswid CMC-xon

Visa Extra Ayt
€ xaproueos) Visa B Gonsiuod rearp co
< " Benapytbama moxso CioykoR no kapre Visa >

Banapychaia

namyveTe 10 pyb. e
FORYTIRI 8 THOTMMEX
M3TRINNEK

VISA W auvOam

- MHTepHeT-appec
ochuumanbHOMU
Yeaxaemute knuenTei, Bygere SautensHe! CTpa HM “bl

Bxop B ciucremy «UHTepHET-BIHKUHID OCYLECTRNRITE C
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NoJib3YUCH BE3OMNACHO
@- )

https:// pocraska
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YTNPABJIEHUE

no NPOTUBOAENCTBUIO
KUBEPIMPECTYMNHOCTU
YBIO BUTEBECKOIro

Monb3yiTecb MOGUNBHBIMU NPUNOXKEHMAMU BaAHKA

Mepexoaute B UHTEPHET-6AHKUHI TONIBKO € OULMANBHOrO CanuTa
GELTE]

MpoeepsiTe appec UHTEpHET-0aHKMHIA B aAPECHON CTPOKe, MeXAay
nocneaHein TOUKOM U NePBOI HAKJIOHHOM YepPTOi AOKHO ObITb

TonbKo Tak .by/

AKTUBUpYHTE Ha KapTe, UCNONb3yeMOM ANS OHNAWH-NaTeXeu,
yenyry 3-D Secure (noaTBepxaeHue nnarexen SMS-koaom)

He nepexoaunrte B MHTepHET-GaHKMHr NMo CCbi/IKaM B MOUCKOBbIX
cucremMax

He ucnonb3yite SMS-koabl oT 6aHKa U Kog, ¢ 000pOTHOM CTOPOHbI
KapTbl ANA NONYYEHUA AEHEXHbIX CPEeACTB

He nepexoaute no ccbinkaM 13 coobLEeHNI Ana AocTyna K
MHTEpPHET-0aHKUHIY U MHbIM CepBUCaM WU yCayram




[eHeXXHble nepeBoAbl

MoweHHUKK noa,
Pa3/IMYHbIMKN NpPeaNoramm
“BbITArMBalOT” U3 KepTB

AEHbIN.

deitkoBble marasuHbl

npeasaratoT nepeBectu
npeaonnary 3a Tosap Ha

cyueT unu BIK.

Koabl us coobieHuni

Uundposble Koabl us CMC B
COBOKYMHOCTU C APYTMMMU
AAHHbIMW NPEeaOoCTaBAAKOT
[OCTYN K cepBuUcam U, 8
HEeKOTOPbIX CAyYasx, AatoT

BO3MOHOCTb 0GOPMUTb

OHNAMH-KpeauT.

JInyHble paHHbIe

OrpaHuubTe
pacnpocTpaHeHue INYHbIX
AaHHbIX MOLWeHHNKHN
MCNONb3YHOT HEMPOCETU U
co3gatot ann-dbenkn

(I'OI'IOCOBbIe nnu

BMAeoM306pakeHus).

O6nauHble naponu

K pa3Hbim cepBucam
pa3sHble naponu
Cocras napons

MeHepaxep naponen

O6nayHble naponu

(aByxdakTopHan
ayTeHTMdMKaUmA) K

cepBucam.



o Wnbs 3 y
TpeHA, pacnpocTpaHAETCA B MONOAEKHON Kubepcpene. | 3

OTBETCTBEHHOCTb

CyTb cxembl He Mano 1. 5.,

Ecnu c 16 unn 18 1o HOPM

3aKntoyaeTcsa B TOM, 4TOObl CO34aTb
HebnaronpmATHYO 0O6CTaHOBKY rocopraHam,

HAPYLWWUTb PEXUM UX PabOoTbl UM OTOMCTUTD sk e
cBoemy 06MAYMKY, CO3AaB ANA Hero npobaembl Ll

C NPaBOOXPaHUTE/IbHbIMW OpPraHamum.

>

OTBeTCTBEHHOCTb HacTynaert ¢ 14 nert
U npeaycMmatpuBaeT BNAOTb A0 7 ner
nuweHusa csoboapbl.

C 14 18:55 7

HanucaHo 7 net ato MakCuMyM ;15 .z

MuHUMYM WTpad 55




Aponbl — ntoau, npeaocTaBasowme
cBou BaHKOBCKME PEKBU3UTbI AN1A
TOro, YtTobbl Yepes nx
NPOMEXKYTOYHbIE CYETA NPOBOAUNUCD
NOXULEHHbIE AEHbIN.

[1nA noucKa AponoB MOLLUEHHUKHK
pa3meLLatoT pasinyHble
06bABNEHMA C BaKaHCUAMM.

OTBETCTBEHHOCTb 3a npoucxoxageHue
npoweAawunx no 6aHKOBCKUM cyeTam
AeHer HeECyT Bnajde/ibubl TAKUX CHETOB.

Cratben 222 YK
npeaycMOTPEHO HaKa3aHue
BnaoTb Ao 10 net

nuweHus ceoboapl.

Urope 3yes

Onnatum cpasy Ha pyku nocne
BbINOSIHEHUs pabotbl

3apnanata 8000 py6newn

Hy>XHbl ntoan anst pacnakosBku
TEXHUKN B HOBOM runepmapkete.
Mucatb B J1IC no nosoay

pab6otb! Muwwute

croga:(@

Deleted Account

Liucdposas rpamoTHOCTL
BukTopuHa
CpOYHO HyXXHbl NntoaKn Ha
BakaHcuto "TaiHbI NnokynaTtens"
ctaBka 75K B mecsu. Nucatb
cropa:(@

Ownana KypauHa
BEB} LiudpoBas rpamoTHOCTL

Hy>XHbl Nt0AM ANS peknambi.
Onnata ot 50 000 B MecsL.
MuwwuTe croga:[@

MHHHCTEPCTBO TPYAa U COLMA...
=== % BHUMaHWe, MOLIEHHNYECKA...

sMATE MOLLeHHUYECKKe CXeMbl C UC...

TxeDcVI cpr

Uudposas rpaMoTHOCTb
BukTOpuHa
Hy>XHbl Kypbepbl B TBOEM
ropoge c cTabunbHoON
onnatou Tpyaa. Nucatb
croga:@

NaNa Suliman Y& @il

Hy>XHbI yn4HblEe
cdoTtorpadsl, onnata 300-500
pybnei 3a ¢poTo. [Mucatb

crofa:@

— _
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e

¥ Deleted Account

- CPOYHO HA NAPY YACOB
- 3%t 3A3YACA 5.000 ThbiCAY

~ HA PYKW 3¢ NNATUM CPA3Y
M0 OKOHYAHWUIO CMEHbI «
MuwwuTe! - @

MuHKUCTepCTBO TPyAa 1 coyua...
=== % BHUMaH1e, MOLIEHHUYECKa...

MuHucTepCTBO TPYAa M couMma...
=== % BHUMaHWe, MOLIEHHWUYECKa...



ONEPALIUU C KPUNTOBAJTIOTOU

[TopAa0oK OCyLLEeCTBNAEeHUs

CAENOK C KPUNTOBANOTOW onpeaener

YKazom lpe3ngeHTa ot 17.09.2024 N2367

«06 obpalleHUn unMppoBbIX 3HAKOB (TOKEHOB)>

PASPELWLEHO

[MoKynaTb TOKEHbI (KpUnTOoBantoTy) 3a
IeHeXKHble cpeacTBa TO/IbKO Ha
6enopyCCKUX KPUNTOBMpPIKaX, ABASIOLLMUXCS
pesnaeHTamu MapKa BbICOKMX TEXHONOTUIA.

ObmeHMBaTb TOKEHbI Ha ApYyrme TOKeHbl Ha
Ntobbix Kpuntonnatdopmax 6e3 orpaHUYEHUN.

SANPELLERO

[MoKynaTb MK NPoAaBaTh TOKEHbI
(KpMnTOBanNIOTY) 33 AEHEXKHbIE CPeACTBa
Ha MHOCTPAHHbIX KPUNTOBMpPrKax

Ny GU3NYECKUX NLL.




byabte 6auTeNnbHbI!
JTU 3HAHUA NOMOTYT Bam
COXPaHUTb Balun AeHbrn!

[naBHOe ynpasaeHune

No NPOTUBOAENCTBUIO KNOEpPNpPecTynHOCTH
KPUMUHA/IbHOWN MUAULNN

MB/1 Pecnybnnku benapyco.




