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PekoMeHgaLmm no NPOTUBOOENCTBMIO MOLLUEHHNYeCTBY C NCMOJ1b30BaHNEM COLMANbHOW UHXeHepum

Bce 6OJ'IbUJyIO nonynApHOCTb Yy MOLLUEHHMKOB B MociiegHee BpemMA Ha6Mp89T coumanbHana MH¥eHepuA (MeToq nony4yeHnA Oocrtyna K MHd)OpMaLlVIVI,
OCHOBaHHbI Ha 0COBEHHOCTAX McMXosorMm ofen). OCHOBHOM Lienbio colmanbHOM MHHEHepun ABNAeTCA nonyvyeHne Ooctyna K HOH¢M,D,€HLI,MaJ'IbHOl;1
MH¢OpMaLLMM, NnepcoHasibHbIM [OaHHbIM, [aHHbIM KapTO4YeK, MaposiAaMm, 6aHKOBCKMM  [aHHBIM 1 OpyrM  3allMULEHHBIM CUCTEMaM C nocieqyloLlm

OCYLLIECTBMEHMEM MOLLIEHHMYECKMX ornepaumin. 06e3onacuTb cebA 0T MOLUEHHWYECTBA C MPUMEHEHWEM COLIMANBHOM MHMKEHEpUM MOMHO, cobniopan
npocTble Mepbl 630MacHOCTY 1 NPOABAAA PasyMHyl0 6AUTENBHOCTL. HUrKe NpuBeaeHsl camble pacnpocTpaHeHHbIe MOLLEHHUYECKME CXEMBI.
1. B3nom.

CxeMa [eincTBUiIA MOLLIEHHMKOB:

3N0yMBILLNEHHWKX B3M1aMbIBAIOT CTPaHWLl B COLMAMbHBIX CETAX M pacchiialoT OT WMMEeHW BRafenbla axKkayHTa
GULLMHIOBbIE COOBLLIEHNA C MPOCLOOM OT MMEHW BNadesbLa CTPaHUYKIL 3aHATb MW NepeBECTN HEKOTOPYI0 CYMMY NGO C
Liesblo  BbIMaHWMBAHWA PEKBU3UTOB OaHKOBCKMX TMATEMHBIX KapTouek, a TaKwe naponer AnA npoBedeHuA B
AanbHenLeM MOLLEHHUYECKINX onepaLmii.

Cnocobbl 3aLWuThI:

o npu O6pal_l_l,eHl/Il/I pO,D,CTBeHHMHOB/ﬂpy3eVI/3HaHOMbIX yepes coumaribHble CeTn C I'IpOCb6aMl/I 0 rnomMoLumM B nepeBoe AeHerHbIX CpecTB Ha
KapTO‘-II-(y/OI'IJ'IaTbI MOGUIIBEHOM CBA3N, 6UNeToB 1 T.0. yﬁe,ELVITECb, 4YTO Nnuo, O6paTVIBLLJEECF| vepes CTpaHnuy coumarnbHoM ceTu, ABNAETCA MMEHHO TeM, 3a
Koro cebA BblaeT;

O HapAny C HOMEPOM U CPOKOM [eVCTBIUA KapTOUKK, TOTMHOM W NaposieM OT UHTepHeT-6aHKMHra, naponeM 3-D Secure n SMS-naponeM (Kniovom), Take
He cnepyeT coobuate CVV2/CVC2-Kof (Tpex3aHayHoe Yo Ha 06opoTe KapTouKe), AaHHbIN Ko UCMOb3YeTCA UCKMOUMTENbHO ANA PAaCXOAHBIX
onepaLuii U abComoTHO He HyHKeH A71s NepeBoaa AeHerHbIX CpeacTB Ha Baluy KapTouky.

o BC/yYae, eciv Ball akKayHT B coLmanbHbix CETAX Bbi B3IOMaH, Mo BO3MOMKHOCTM OMOBECTUTE 06 3TOM MOANUCYMKOB BalLien cTpaHuLs! v cMeHuTe
naposb.

2. BULmHr.

CxeMa [eincTBUiA MOLLEHHWKOB:

3M0YMBILLNEHHUKM UCMOMb3YIOT TeeGOHHbIE 3BOHKM C LieSblo BbIMaHWBaHWA y AepraTeniei 6aHKOBCKUX MaTeHbIX

KapTOYeK JIMYHOM MHPOPMALIMK, HOMepPa 6aHKOBCKOM MATEHHON KAPTOYKM, STOMMHA M NaponA OT CUCTEM

OVCTaHUMOHHOI0 6aHKOBCKOM0 06CymMBaHWsA, SMS-KofoB 1 Apyroro. MoLeHHUKM MoryT NpeacTaBAATLCA

paboTHWKaMK 6aHKa i Cryrbbl cepeica KnmeHToB OAO «BaHKOBCKMIM MPOLLECCUMHIOBLIN LIEHTP», UCMOMb30BaThb

CKpbITble TeNeGOHHbIE HOMepa UM NPOrPaMMbl-aHOHMMaM3epLl, MoAMEHsIOLLIME HOMepa TeNleGOHOB Ha pearibHble

HoMepa, pasMeLLieHHbIe Ha 0dULIMANBHBIX pecypcax opraHM3aumii.

Cnocobbl 3aLLmThI:

O BaXKHO MOMHMTb, YTO MPK 3BOHKE PABOTHUKIM BaHKOB MK CryrK6Obl CEpBIMCA KNMEHTOB HUKOMAA He 3amnpaLumBatoT MHGOPMaLMIo 0 NOSIHOM HoMepe
6aHKOBCKOM MnaTerHon KapToyKK, cpoke aenctemna, CVC/CVV Koae, napone 3D Secure, oAHOpa30BbIX NOATBEPHAAIOLLMX Kodax. HY nod Kakum
npeanoroM He coobLLainTe MHOPMaLMIO O PEKBU3UTaX BAHKOBCKOM KapTOYKK, TIOrMHaxX W naponsax, SMS-Koaax, ceaHcoBbIX Kitouax K VIHTepHeT-
6aHKWHIY Y MOBUITBHBIM MPUOKEHUAM!

0 B CJly4ae BO3HUKHOBEHMA 3BOHKOB C MPOCbGaMm YTOUHWTL Balln AaHHble He3amedmMTenbHo 06paTuTech B 6aHK No Homepam TesiehoHOB, yKazaHHbIM Ha
odu1LIManbHOM calTe.

3. MoLLeHHMYeCTBO NP OCYLLLECTBNEHWUM COENOK HA UHTEPHET-MJoLaAKaX.

CxeMa [eincTBuUiA MOLLIEHHWKOB:

o [JobpocoBecTHbIM NpofdaBel, pa3MeLLaeT MHopMaLmio 0 Npoaarke ToBapa Ha 06LLeoCTynHOM niolaaKe. Yallle Bcero
BHMUMaHWe MOLLIEHHWKOB NPUBMeEKaloT 06bABNEHNA 0 NPOAarKe [OPOroCTOALLEro UMyLLLECTBa (BbITOBaA TEXHWKA,

=
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Mebenb, aBToMo6UIN). MOLLIEHHWKM Mo BUIOM MOKyMaTeselt CBA3LIBAIOTCA C MPOAaBLLOM W NMPOCAT MNPefoCTaBUTb UM
PEKBU3UTLI 6AHKOBCKOM MNATEHOM KAPTOYKM ANA OCYLLECTBNEHWA NpeaonnaTel Mbo caMn NpeaoCcTaBnAioT
MOLLIEHHUHYECKYIO CChIIKY [iNA NepeBOfa AeHeHHbIX CpecTB. Mcnonbaya nonyyeHHyo nHpopMaLmio (3a4acTyio
[epraTenn KapToYeK pasrnaLlaloT He TobKo HoMep KapTel, Ho 1 CVV2/CVC2-Kog, a Take naponn 3D Secure)
3/10YMbILLNEHHWKM NepeBOaAT AeHbMM C KAaPTOUKM HEPTBbI Ha CBOM KaPTOUKK (TenedoHHble CHeTa, 3NEKTPOHHbIE

KoLLIeNbKM 1 Mp.).

o [obpocoBecTHbIM NoKynaTesb obpallaeTca K NpoAasLly (MOLLeHHWKY Mo BUOOM NPOAaBLA) Mo BOMpoCy NpuobpeTeHns TOro UM MHOMo TOBapa, nocsie
Yero MOLLEHHWKW MPOCAT NPOM3BECTU NpegonnaTty nyTeM nepesoda CPeaCcTB C KAPTOUKM Ha KApPTOUKY UM 3MIEKTPOHHBIN KoLLeneK. MonyyuB deHsr,
npoJaseL, nepecTtaeT BbIXOAMUTb Ha CBA3b.

Cnocobbl 3aLuThI:
O MpW MOKYMKe TOBapOB M YCIYr Y HE3HAKOMBIX JIoeM UK Ha MHTepHeT-NoLLaaKax HeobxoAMMo 0bpalLLaTb BHUMaHWe Ha GopMy onnathl, eciiv ¢ Bac
TpebyioT Npenoniary (4aCTUUHYIO UM MOJHYI0), TO €CTb 0CHOBaHWA Npeanonaratk, Y4To Bel MMeeTe 40 C MOLLIEHHMKOM.

O He criegywTe npocsbam nepeBecTy ornaTy 3a NnpefocTaBiAeMbIe Mo NPUBIIEKATENbHON LieHe TOBap Ui yCiyry Ha 6aHKOBCKYIO MIacTUKOBYIO KapTOUKY
npofasLia U ero aNeKTPOHHBIN Kolenek. Ecnu Bel aTo cenaete, To Bbl He cMorKeTe [oKa3aTb, YTO MPOM3BENM OMNaTy 3@ HECYLLIeCTBYIOLLIMIA TOBap
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nnn cepsumc.

4. Coo6LLEeHVA 0 BbIUMPbILLE LiIeHHBIX MPU30B.
: -7 CxeMa [eincTBUIA MOLLIEHHMKOB:

310yMbILLNEHHWKM PACCINAOT COOBLLIEHMA O BEIMMPbILLIE LIEHHBIX MPU30B W MPOBOLIMPYIOT NMOTEHLMASBHYIO HEPTBY
nepeBecTV Ha CHET HEKYI0 CyMMy AieHer AnA NoyyYeHnA "Npm3a’ Unm y4acTuA B po3birpbillie 1 06BACHAIT 3TO TeM, 4T
€My HY*KHO 0MaTUTb KOMUCCKIO, TAMOHKEHHYIO MOLLIAWHY, HAaNoru Mo TpaHCMOPTHbIE pacxodbl ANA [OCTaBKM
"BbIMIpbILLA".
Cnocobbl 3aLLmThI:
o ecnv Bbl pelumnu MCMbITaTb yAavy W CBA3ATbCA C OpraHW3aTopaMy po3birpbilla, MocTapaiTech MOSYYUTb OT HUX

MaKC1MarbHO BO3MOMKHYI0 MHGOPMaLMIo 06 aKLmK, YCIIOBUAX YHaCcTUA B Hell U NpaBusiax ee npoBedeHus.

SET AN [PHONE X PO

O MNOMHUTE, YTO YyrNoOMMHaHME Ballero UMeHu Ha MHTepHE‘T—Cal;ITe He ABNAeTCA noAaTrBepraeHuneM ,ElO6pOI'IOpF|,D,O'~IHOCTM OpraHn3aTopoB axkuuMn un
rapaHTMen BbIUIpbILLA. Heobxoaumo 3agyMaTtbCA Had TeM, NMpUuHUMann nu Bbi y4acTne B pPO3birpbille Npr3oB, 3HaKOMa Bam opraHmnsauua,
HanpasMBLLUAA yBeOM/1eHME O BbIMIpbILLEe, OTKYOa OpraHnM3atopaM akumn U3BeCTHbl BalLI KOHTAKTHbIe naHHble? Ecnn Bel He MokeTe 0TBETUTL XOTA 6bl
Ha 04MH 13 3TKUX BONPOCOB, peKoMeHayeM Bam NpourHopmpoBaTh NocTynmsLlee coobLLeHwe.

o nioban I'lpOCb6a nepesecTn OeHexHble CpecTBa A/1A NoJlydeHnA BeIMrpbIlLa 0/1HHa HACTOPOHUTD Bac.

O MOMHUTE, YTO BLIMIPLILL B JIOTEPelo BNeYeT 3a coboit Hanorosble 06A3aTeNbCTBA, HO nopAAOoK yniatbl Hanoros persjaMeHTnpoBaH ,EleI;ICTByIOLLl,I/IM
3aKoHOOATes/IbCTBOM UM He OCYLLEeCTB/IAETCA MocCpedCcTBOM MnepeBoAda AeHeXHblX CpedCTB Ha 3/1IeKTPOHHbIe CHeTa rpaiaH u Opl’aHVI3aLl,Ml;I nnn
SN1EKTPOHHbIE KOLLENTbKN.
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